BH—BNEFEL: 7717 0A—=IIICE>T/—FE
O MPIBENTOvISINIZIZEON A

COEREIX 1V TILe TROYVIN—YV —VICAREINTUL\BBest Known Methods: Firewall Blocks MPI
Communication among Nodes /(OB AZESEERTT,

COEETIX, T7AT7 IA=IVCEoTEROT Y VRERIOXAvE— I\ VT AV —T 1R (MPI) &
ENTOVvISNEBEICERGE 3 DOFEEBNLET FIZIE 2 DOV VBT MPI O35 L%E
T3 GA ADOELSBTBEIS—NREITRICENHDET,

[proxy:0:1@knl-sb0] HYDU_ sock connect (../../utils/sock/sock.c:268): unable to
connect from "knl-sb0" to "knc4" (No route to host)

[proxy:0:1@knl-sb0] main (../../pm/pmiserv/pmip.c:461): unable to connect to
server knc4 at port 39652 (check for firewalls!)

NIE T7AT7IA—ILICEDT MPIBENTOVISN MPI SVONBWIBETEHELWIEERLT
LVET,

PATD 3 DOFEIF, COBEICHINTDDICRIEET,
Fik1:Ffirewalld >—EV%EELTS

BOHEAGFEIEIMPI JOUSLEERTIBDVI V/TIFAT IA—IL%EILTEIETT . CCTld &4
IC Red Hat* Enterprise Linux* (RHEL) & CentOS* X5 A\T firewalld 7—EVDAT—H A %EF TV
ILET,

$ systemctl status firewalld
firewalld.service - firewalld - dynamic firewall daemon
Loaded: loaded (Lusr/lib/systemd/system/firewalld.service; enabled; vendor
preset: enabled)
Active: active (running) since Tue 2017-12-05 21:36:10 PST; 12min ago
Main PID: 47030 (firewalld)
CGroup: /system.slice/firewalld.service
47030 /usr/bin/python -Es /usr/sbin/firewalld --nofork --nopid

HADS Firewalld NEIELTLBRTENDHDET XOIV Y REEITLT. T—EVEELEL AT—
AR TEET,

$ sudo systemctl stop firewalld
$ systemctl status firewalld
firewalld.service - firewalld - dynamic firewall daemon
Loaded: loaded (LYusr/lib/systemd/system/firewalld.service; enabled; vendor

preset: enabled)

Active: inactive (dead) since Tue 2017-12-05 21:51:19 PST; 4s ago

Process: 48062 ExecStart=/usr/sbin/firewalld --nofork --nopid $FIREWALLD_ARGS
(code=exited, status=0/SUCCESS)
Main PID: 48062 (code=exited, status=0/SUCCESS)

firewalld Z21ELIzCET, 2 DOV VBT MPI 7O S LA%ETTEDIRSICHEDET (CHBITIE,
MP| 7005 LELTA 5 IL® MPI Benchmarks (33E) @ IMB-MP 11 ZfEF).


https://software.intel.com/en-us/articles/bkms-firewall-blocks-mpi-communication-among-nodes
https://software.intel.com/en-us/articles/bkms-firewall-blocks-mpi-communication-among-nodes
https://software.intel.com/en-us/articles/intel-mpi-benchmarks

$ mpirun -host localhost -n 1 /opt/intel/impi/2018.0.128/bin64/1MB-MP11
Sendrecv : -host 10.23.3.61 -n 1 /opt/intel/impi/2018.0.128/bin64/I1MB-MP11

Date : Tue Dec 5 21:51:45 2017

Machine : X86 64

System : Linux

Release : 3.10.0-327.el7.x86_64

Version : #1 SMP Thu Nov 19 22:10:57 UTC 2015
MPI Version 3.1

MPI Thread Environment:
Calling sequence was:

/opt/intel/impi/2018.0.128/bin64/1MB-MPI1 Sendrecv

Minimum message length in bytes: 0

Maximum message length in bytes: 4194304
MPI_Datatype : MPI_BYTE
MP1_Datatype for reductions : MP1_FLOAT
MPI1_Op : MP1_SUM

List of Benchmarks to run:

H OHF HHHFHHFIFHET OH OH HHFHFHHFHHT

Sendrecv

H e -

# Benchmarking Sendrecv
# #processes = 2

He -

#bytes #repetitions t_minJusec] t_maxJusec] t_avglusec] Mbytes/sec

0 1000 16.57 16.57 16.57 0.00

1 1000 16.57 16.57 16.57 0.12

2 1000 16.52 16.53 16.53 0.24

4 1000 16.58 16.58 16.58 0.48

8 1000 16.51 16.51 16.51 0.97

16 1000 16.20 16.20 16.20 1.98

32 1000 16.32 16.32 16.32 3.92

64 1000 16.55 16.55 16.55 7.73

128 1000 16.65 16.65 16.65 15.37

256 1000 29.07 29.09 29.08 17.60

512 1000 30.75 30.76 30.76 33.29

1024 1000 31.13 31.15 31.14 65.75

2048 1000 33.58 33.58 33.58 121.98

4096 1000 34.79 34.80 34.80 235.38

LHWL,. CORETIE YV EFaUTr—OBRBICH U CEBRICENE T, VFUAICE-TIE BT
FEVWTLED. ZDBE . Firewalld T—EVEZBEBKBLT 2 DHOFEEALET,

$ sudo systemctl start firewalld

Fik 2: Firewalld TUYFIL—IZERTD

RIC Firewalld UwF)L—)LigeZER LT IP 7RL XN 10.23.3.61 DYV UH\S IP v4 I\T v D+
EZIHINFTBDESICLET,

$ sudo firewall-cmd --add-rich-rule="rule family="ipv4" source
address="10.23.3.61" accept”
Success



EMLEEIL—ILE#ERLET,

$ firewall-cmd --list-rich-rules
rule family=""ipv4" source address="10.23.3.61" accept

MPI 70035 L EETLET.

$ mpirun -host localhost -n 1 /opt/intel/impi/2018.0.128/bin64/1MB-MP11
Sendrecv : -host 10.23.3.61 -n 1 /opt/intel/impi/2018.0.128/bin64/I1MB-MP11

# Intel (R) MPI Benchmarks 2018, MPI-1 part
# Date : Tue Dec 5 22:01:17 2017
# Machine . X86 64
# System  Linux
# Release : 3.10.0-327.el7.x86_64
# Version : #1 SMP Thu Nov 19 22:10:57 UTC 2015
# MPI Version - 3.1
# MPI Thread Environment:
# Calling sequence was:
# /opt/intel/impi/2018.0.128/bin64/1MB-MP11 Sendrecv
# Minimum message length in bytes: 0]
# Maximum message length in bytes: 4194304
#
# MPI_Datatype : MPI_BYTE
# MPI_Datatype for reductions : MPI1_FLOAT
# MP1_Op : MPI1_SUM
#
#
# List of Benchmarks to run:
# Sendrecv
He -
# Benchmarking Sendrecv
# #processes = 2
He -
#bytes #repetitions t _minJusec] t_max[usec] t_avgl[usec] Mbytes/sec
0 1000 16.88 16.88 16.88 0.00
1 1000 16.86 16.86 16.86 0.12
2 1000 16.57 16.57 16.57 0.24
4 1000 16.55 16.55 16.55 0.48
8 1000 16.40 16.40 16.40 0.98
16 1000 16.29 16.29 16.29 1.96
32 1000 16.63 16.63 16.63 3.85
64 1000 16.87 16.87 16.87 7.59
128 1000 17.03 17.04 17.03 15.03
256 1000 27.58 27.60 27.59 18.55
512 1000 27.52 27.54 27.53 37.18
1024 1000 26.87 26.89 26.88 76.16
2048 1000 28.62 28.64 28.63 143.02
4096 1000 30.27 30.27 30.27 270.62

~C[mpiexec@knc4] Sending Ctrl-C to processes as requested
[mpiexec@knc4] Press Ctrl-C again to force abort

AROIRY FERFTLT ERLEYYFIL-ILZRIBRTEXRT.

$ sudo firewall-cmd --remove-rich-rule="rule family="ipv4" source
address="10.23.3.61" accept”
success



Fi& 3: iptables-service [CIL—=ILZEMLTREDVY Y VDN TY &S
[HF1F3

firewalld ICIIX T, iptables-service  RHEL & CentOS* Y AT ATI7A 7 IA—IILZBEBITDDICE
HENET, ZOFETIE, iptables-service [TIL—ILEBIML T EBEOITY YH\BD S T1vIDH
EHFALET,

BAIC, iptables-services /\WT—I %57 O0—-RLTAIVAR—=ILLET,
$ sudo yum install iptables-servicesi

JRIC, iptables-service b—EXZERIBLET,

$ sudo systemctl start iptables
$ systemctl status iptables
iptables.service - IPv4 firewall with iptables
Loaded: loaded (LYusr/lib/systemd/system/iptables.service; disabled; vendor
preset: disabled)
Active: active (exited) since Tue 2017-12-05 21:53:41 PST; 55s ago
Process: 49042 ExecStart=/usr/libexec/iptables/iptables.init start
(code=exited, status=0/SUCCESS)
Main PID: 49042 (code=exited, status=0/SUCCESS)

Dec 8? 21:53:41 knc4-jF-intel-com systemd[1]: Starting IPv4 firewall with
iptables...

Dec 05 21:53:41 knc4-jf-intel-com iptables.init[49042]: iptables: Applying
firewall rules: [ OK ]

Dec 05 21:53:41 knc4-jf-intel-com systemd[1]: Started IPv4 firewall with
iptables.

T7A 7 IA—=)L)L—ILIZE, Zetc/sysconfig/iptables 771 )L CERINET,

$ sudo cat /etc/sysconfig/iptables

# sample configuration for iptables service

# you can edit this manually or use system-config-firewall

# please do not ask us to add additional ports/services to this default
configuration

*Filter

INPUT ACCEPT [0:0]

:FORWARD ACCEPT [0:0]

OUTPUT ACCEPT [0:0]

-A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT

-A INPUT -p icmp -j ACCEPT

-A INPUT -1 lo -j ACCEPT

-A INPUT -p tcp -m state --state NEW -m tcp --dport 22 -j ACCEPT

REERSIN VDI —IILERERLET MAOERSNTVRVIITTTHEOI Y YI\S/N\TY ~EZ(T
F1F3BI—ILZBMTBICIF, ZDORV VD IP PRLAZIBELERT,

$ Firewall-cmd --direct --get-all-rules

$ sudo firewall-cmd --direct --add-rule ipv4 Filter INPUT O -s 10.23.3.61 -j
ACCEPT

success

$ firewall-cmd --direct --get-all-rules

ipv4 filter INPUT O -s 10.23.3.61 -j ACCEPT

FLLIL—ILZEBMLES, EREDIVY RSAVZRITLT IHLVIL—ILNEMSNEC =B LET,
MPI 7005 L EBEERITLT BMET B =RRBLET,



$ mpirun -host localhost -n 1 /opt/intel/impi/2018.0.128/bin64/1MB-MP11
Sendrecv : -host 10.23.3.61 -n 1 /opt/intel/impi/2018.0.128/bin64/I1MB-MP11

Date : Tue Dec 5 21:58:20 2017

Machine : x86_64

System : Linux

Release : 3.10.0-327.el7.x86_64

Version : #1 SMP Thu Nov 19 22:10:57 UTC 2015
MP1 Version - 3.1

MPI Thread Environment:
Calling sequence was:

/opt/intel/impi/2018.0.128/bin64/1MB-MPI1 Sendrecv

Minimum message length in bytes: 0

Maximum message length in bytes: 4194304
MPI_Datatype : MP1_BYTE
MP1_Datatype for reductions : MP1_FLOAT
MPI_Op : MP1_SUM

List of Benchmarks to run:
Sendrecv

HH OHHFHIFHIFH OH OH HHHFHHITHITHITH®

H e -

# Benchmarking Sendrecv
# #processes = 2

He -

#bytes #repetitions t_minJusec] t_maxJusec] t_avglusec] Mbytes/sec

0 1000 16.49 16.49 16.49 0.00

1 1000 16.40 16.40 16.40 0.12

2 1000 16.40 16.40 16.40 0.24

4 1000 16.86 16.86 16.86 0.47

8 1000 16.43 16.43 16.43 0.97

16 1000 16.32 16.32 16.32 1.96

32 1000 16.64 16.64 16.64 3.85

64 1000 16.90 16.90 16.90 7.57

128 1000 16.86 16.86 16.86 15.18

256 1000 29.58 29.60 29.59 17.30

512 1000 27.73 27.74 27.74 36.91

1024 1000 28.07 28.09 28.08 72.91

2048 1000 34.95 34.97 34.96 117.15

4096 1000 36.22 36.23 36.22 226.12

~C[mpiexec@knc4] Sending Ctrl-C to processes as requested
[mpiexec@knc4] Press Ctrl-C again to force abort

COI—=ILZEHIFRTBICIE IRODOIT Y FEEITLET,

$ sudo firewall-cmd --direct --remove-rule ipv4 filter INPUT O -s 10.23.3.61 -j
ACCEPT

success

$ Firewall-cmd --direct --get-all-rules

3.

T7AT7IA—=)UICK>T/—FEIO MPIBEN T OV ISNBENHDET . COELRETIF MPI SV IR
DBEEFREICT D 3 DOFEEBNLELE.

JVIAS—DORBILICET 25FMIF, RBILICET B EEFIEEZSRL TS,


https://software.intel.com/en-us/articles/optimization-notice#opt-jp
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